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Introduction

Use the instructions included in this document apply your previous system administration
experience to conduct an installation of a Linux M8ccount, administer all features of your
dedicated server, and troubleshoot common conclsisg this document, you can conduct
these tasks at your own pace, on your own, ancbwitextensive technical support. This
introduction provides you with explanations of htmause this document, the audience it is
intended to reach, and the product’s features.

In addition to this introduction, this documentlues the following sections:
e “Configure Linux MDS” on page 4.
» ‘“Install Additional Supported Features” on page 11.
» “Troubleshoot Your Dedicated Server” on page 33.

How to Use this Document

Note: Additional information regarding installation, adnstration, and troubleshooting
tasks is included in release notes and Linux MO&ted Web content such as frequently
asked questions (FAQ). Always verify you have amglithe latest information available
prior to installing, administering, or troubleshimgt your dedicated server.

This document provides you with an overview of Rtad Enterprise Linux (RHEL) and

Linux MDS. This document describes the detailsa#/lto install, maintain, and troubleshoot
your dedicated server. When applicable, the docunhestribes these tasks by instructing

you to use product-specific commands and operatldosever, not all features of your
dedicated server use product-specific command®peachtions. In those cases, this document
describes the details of how the features fundiwth refers you to the correct resources
provided by Linux and the RHEL operating system.

Shell Prompts in Command Examples

Command line examples included in this documenirassyou use the Bourne-again shell
(bash). Wherever a command is able to be issued by & document provides a dollar
sign @) prompt. When a command is meant to be issuedasthis document provides a
hash mark##).

When you follow the instructions in this documeype the double-quotes or single quotes as
displayed. The root path typically includés , /usr/bin , orusr/sbin  directories. The
instructions using commands from these directa@fesv the commands in these directories
without absolute path names. Instructions whichagsemands in other directories show the
absolute paths in examples.

Introduction
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Audience

This document provides information useful to LifM®S account administrators located at
any of the following types of organizations:

» Hosting service provider (HSP)

» Application service provider (ASP)
» Independent software vendor (ISV)
» Value-added reseller (VAR)

* Medium-sized businesses

The instructions describe tasks assuming you hadenate knowledge and familiarity with
Linux, the RHEL, as well as some broad knowledglntefrnet and Web hosting
technologies.

Overview of Linux MDS

Linux (sometimes referred to @&NU/Linux or aLinux-based GNU system) is a UNIX-like
operating system. Linux is distributed under theneof the GNU General Public License as
published by the Free Software Foundation. Youiaddd server utilizes RHEL, a widely
implemented corporate Linux standard. RHEL is basedpen standards and is derived from
the Red Hat-sponsored and the community-suppooteeh source Fedora project. To locate
more information about RHEL and the Fedora projesfer to the following Web sites:

e http://www.redhat.com

e http://fedora.redhat.com/

The RHEL operating system provides support for GBtignpiler Collection (GCC) and the
Red Hat Package Manager (RPM). The package maisadescribed in the section labeled
“RPM” located on page 3 and the compiler is desatilm the section named “GCC” located
on page 17.

As you perform configuration, administration anolutole-shooting tasks, apply your previous
knowledge of open-source software applications.rttmdicated server provides services in a
way that assures the account functions as a stand-aerver, independent from any other
account. The account supports specific procespefications, users, and files. Utilize root
access and grant access to any ports. The acaqmpurss multiple users and provides you
with access to all logs. Data backups, server ggamd software updates are updated by
means of server software updates which often doewptire your intervention. Your
dedicated server is a hosting environment whickiges you with an approximation of your
own virtual machine. Your dedicated server is caamlwith server monitoring software
applications. Configure your dedicated server fapsut multiple users with shell, Web, FTP
and/or email privileges. The RHEL operating systgovides a compatible base for
operating- system level server virtualizatiskel package, and copy-on-write optimization.

Your dedicated server also supports your accefetbinux Manual Pages (aman pages)
which provides information about the full commaied supported by your dedicated server.
Man pages also provide information about systeits,dddrary calls and special files, as well
as file formats and conventions.

Following are examples of how to utilize the featuof your dedicated server:

* Host an e-commerce Web site

» Support a corporate intranet

* Build a custom development environment
» Provide Web-based calendaring

Introduction
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» Provide multimedia applications

* Host an online game site

* Manage an email system

» Create a customer support tracking system
» Backup important data

» Host multiple Web sites

Skel Package

A technician pre-configures each Linux MDS accawith the following core services
residing on the Managed Dedicated Server account:

* Web -- Hypertext Transfer Protocol (HTTP) and HTTPS

« Email -- Simple Mail Transfer Protocol (SMTP), P@sfice Protocol (POP), and
Internet Message Access Protocol (IMAP).

» File Transfer Protocol (FTP)
» Shell access tools -- Telnet, Secure Shell (SSiah ¢

These core services are managed by the Suppofitt8tatan be configured by the customer
to run according to their specific needs. Our oizgtion will provide basic instructional
support for configuring and using the core serviesswell as maintaining the system
functionality of these services free of charge.

By default your new Linux MDS account is pre-configd as a Web and email server. Your
account begins as a copy-on-write (COW) imagetethanician-tested, basic RHEL
installation. However, you can configure your LindDS account to provide additional
services

Copy-on-Write

RPM

Linux MDS technology utilizes a COW file system.€eTéystem is based on a COW image of
a technician-tested, basic RHEL installation. Easryou and system administrators update
and customize the account, your account contirmiesé central files maintained by our
technicians. This ensures that your account hasively unfettered access to many system
resources such as Random Access Memory (RAM). @wey, files which are unique to your
own account and configuration might grow in sizetit your needs. However, nearly all of
the files which ensure clean, speedy operationgdar account will not do so. Further,
system administrators will continue to manage upslad core services.

Your dedicated server supports RPM, an open pac§agyistem for Linux and UNIX systems
distributed under the terms of the GPL. The packagmtains a database of installed
packages and their files. This enables you to ramirgnd upgrade your dedicated server
configurations and customizations with minimal rifdosing them as you do so.

Introduction
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Configure Linux MDS

Begin by verifying you have stored your own, locapy of the files which are essential to
your Web site. For example, if you have essentiatent and graphics, save them so that they
are accessible even when you are unable to acoesslgdicated server. Do this prior to
following any of the subsequent instructions.

As you begin to configure your dedicated servensater the processing power, memory and
disk space available on your local system. Sinae gedicated server has sufficient resources
and has exclusive access to those resources,dberddtself meets the requirements of
operating a virtual host.

The following are basic network requirements foergting your dedicated server:
» Local Area Network (LAN).
* Internet connection.
» Valid IP addresses.

» |P addresses are open for access from the oufdidewall applications and hardware
apply.
In addition, verify your system has a local copynfapplicable RPM.

The instructions included in the following sectiatescribe the tasks which enable you to
complete the initial configuration of your dedicateerver:

» “Custom Installation Archive Tool” on page 5.

e “Connect to Your Dedicated Server the First Tima"page 5.
» “Access Your Dedicated Server” on page 6.

» “Create a Virtual Host” on page 6.

e “CGI Binary Access” on page 7.

» “Creating and Editing User Accounts” on page 7.

» “Configure Virtual Subhosts” on page 8.

» “CGI Scripts and Security Issues” on page 9.

»  “Verify Core Services” on page 9.

» “Verify Resources” on page 10.

Configure Linux MDS 4
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Custom Installation Archive Tool

Note: You are not required to provide a custom instailatirchive when you order a new
account. Accounts you provision without specifymgath to an archive file receive the
default product configuration. Use the Custom litstian Archive Tool to customize new
accounts only. You must customize any existing astby running your scripts manually.

If you market Linux MDS accounts to others, the @Gusinstallation Archive tool enables
you to automatically customize new accounts wisipecific, customized configuration.
Access the updated Custom Installation Archive Tgoieans of a field located account
order pages.

Follow these steps to use the custom archive fonatity:

1. Create script(s) to perform your desired custorionat for example, to specify a time
zone or to install an application.

2. Create an archive file that contains your custotitnascript(s). Verify that your archive
file matches the directory structure of the platido which it is copied. The supported
archive formats includeip ,.gzip , and.tar

3. Upload the archive file(s) to any server whichublicly accessible by means of HTTP
or FTP.

4. Go to the Add Product portion of the order pagebeiyou reach the Product Details
page, enter the exact URL of the custom archiveyibia wish to use into theRL of
Custom Installation Archive field. (For example:
http: //mww.exampl e.net/vir_setup.tar)

5. When the provisioning of a new account is complite, Custom Installation Archive
Tool automatically unpacks and runs your custorfonascript(s). You will receive an
email notification when your dedicated server costation is complete.

Connect to Your Dedicated Server the First Time

When you ordered your dedicated server, you pravaasername and password for your
administrative user account. This account is theeyau will use to connect to your dedicated
server to perform administrative tasks.

Your administrative user is the primary user fomaging your Account and has email and
FTP permissions, as well as the ability to manageat user accounts, FTP, Web, and email
configuration. In addition, the administrative uggea member of the wheel group, which
means that the administrative user can usetheommand to become the root user.

When you connect to your dedicated server to perfdministrative tasks, always connect
using a secure protocol (such as SSH, SFTP, or.3®B)d connecting to your dedicated
server directly as the root user, and never usasature protocol when doing so.

A successful login places you in the User Home @a%y. Only the User's files and
directories are accessible here. To access thesaaipr directories, you will need to change
your current directory to the Server Directory.

Keep in mind that the useoot is the primary administrative user on your dedidagerver.

To modify many system files, including adding ordifging users, you must be root.
Because root is such an important user with so rpoever, you should be especially careful
about selecting a root password and maintaininggitsirity. Only after you configure SSH
keys are you able to connect directly to your datéid server as the user root. Until then, any
user who belongs to the wheel group, such agdngnistrative User that was created when
your dedicated server was provisioned, can SSHe@érver and then use thecommand

to become root. Never use an insecure protocol asidrelnet for administrative tasks. If you
do, any non-encrypted data could be sniffed byaimals hackers. Because the root user

Configure Linux MDS 5
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should only be used for administrative purposest does not have email or Web
permissions.

All users with shell access are able to login aslastitute user (au). This enables

authorized users to become the root user, or lileadhe root user to become another user.
Once you become root, however, usesihe&command to become another user on the server
without requiring a password.

Access Your Dedicated Server

Shell provides a powerful tool for your dedicatedver administration tasks. Using an SSH
(Secure Shell) client, connect and log in to yoedlidated server from anywhere in the world.
You have SSH access to your dedicated server. Yedicated server benefits from a security
hardened environment which ensures that your dataticompromised. Using SSH, log into
a remote machine such as your dedicated servepranitle secure, encrypted
communications between your dedicated server andlgoal computer. Because SSH
provides complete shell capability over a secusnahl, it is a useful tool for managing your
dedicated server. While SSH is preferable to Telmeist operating systems include a Telnet
client. Shell also includes a built-in Telnet cligmogram.

Once you have determined an SSH client, connetiiygur dedicated server requires you to
specify a remote host. Your remote host is youiicdged server, so you would specify your
domain name (or your temporary domain, if applieqlolr IP addresses.

At some point, you are prompted for your login naand login password. You specified both
your login name and login password when you ordgoett dedicated server. After the login
process is successful, you will have gained adoegsur dedicated server and can now issue
commands at the command prompt.

Follow these steps to access your dedicated sbyvereans of SSH:

1. Log into your dedicated server by means of Seche $5SH). For example, SSH to a
server namedxample.example.net by issuing the address, as follows:
ssh root@example.example.net

2. Once you have accessed the server, show existoogiats by issuing the following
command:
vlist -a

3. Use an Internet browser to access Web sites poosdion the account, as follows:
http: //example.example.net

Create a Virtual Host

Thevaddhost utility is an interactive, command-line progranatlutomates the process of
configuring virtual subhosts. After launching vadeh it will ask you several questions about
the configuration of your virtual subhost and po®riyou with default responses. As you
answer each question, vaddhost will display théudirHost definition with each new piece

of information.

Once you have responded to all questions, vaddtibstreate necessary directories and add
the virtual host entry to your main Web server aqunfation file (wwwi/conf/httpd.conf ).

Note: If your Web server configuration filéwww/conf/httpd.conf ) does not already
have theNameVirtualHost  directive, you will need to add it before addimy airtual
subhosts.

Configure Linux MDS 6
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To issue th&@addhost command, connect to your dedicated server by mea®SH () and
do the following.

1. Issue thevaddhost command.

2. Specify one or more domain names for each virtuahest definition. Typically,
Virtual Host Names will at the very least inclugew.SUBHOST-DOMAIN.NAME and
SUBHOST-DOMAIN.NAME.

3. Enter the administrative email address for theugirsubhost. This identifies the person
responsible for the virtual subhost Web site. & &mail address you specify is an email
user account, issue thadduser command to add the email account separately.

CGl Binary Access

It is important to understand the virtual subhagsecurity issues involved when giving CGl
binary access to your virtual subhost customerginGiyour virtual subhost customers CGI-
binary access is a potential security risk. The B8i@aries your customers upload and execute
have all of the rights and privileges of the CGldries you execute. Therefore, it is possible
for a virtual subhost customer who has been gra@tetprivileges to read or remove any file
in your directory hierarchy. Moreover, it is podsilior a malicious virtual subhost customer

to crack weak passwords and gain shell accessuodgtlicated server.

Enter the document root, where the virtual sublsoateb content will reside. You can specify
separate transfer and error log files for eaclualrsubhost. This is an optional feature. If you
do not wish to store separate log files for théuar subhost, the transfer and error log
information is stored in the Web server's mastgffiles. If you do wish to store separate
transfer and error log files, vaddhost will provigleu with several options based on the input
you provided for the virtual subhost document root.

Configure a CGl-binary directory for your virtuallshost. This is an optional feature. The
ScriptAlias directive defines where CGI scripts are storedHervirtual subhost.

Creating and Editing User Accounts

Your dedicated server enables you to create news byemanually editing the files that
contain user information. To make the task eagmur dedicated server supports commands
which guide you through the process.

Thevadduser command is a standard command with which to add arscounts. If you are
not familiar with the command, however, it can bafasing. For more information on the
command, refer to the manual pages.

To issue theadduser command, connect to your dedicated server by me&SH and
then type vadduser at the command prompt. The mesdénstructions prompt you for the
required information.

Thevedituser command is a custom script that modifies an exgstiser account. You are
prompted to modify the user information, includpgymissions and quota.

There are also several other tools that exist whitth you want to become familiar. For more
information about other tools, refer to the relévaanual pages.

* pw- The pw command has numerous features that egabléo modify user
information.

e quota - View user quotas
* edquota - Modify disk space and file number quotas forrase
e passwd - Change a user password.

Configure Linux MDS 7
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Because user account information is stored in sél@sations, including in compressed
databases, it is important to use the tools liatealve, rather than attempting to modify
account information by editing the files directly.

When a user account is no longer needed, removacttaunt using themuser command.
This gives you the option to keep or remove the ddirectory as well. Do not use this
command to disable a user who you intend to reksitedt a later time. In those cases, it is
better to change the password or to disable asipgvileges.

User information is stored in several differengdilon your dedicated server. First, the
letc/passwd  file contains a list of user names, along with eaacount information. The
following is a sample entry for the user test:

test:*:1001:1001: Test User Account:/home/test:/usr/local/bin/tcsh

The entry contains seven fields in a colopdelimited list. The first field is the username,
followed by an asterisk §, which represents the password. As a securitysareapasswords
are not actually stored in thetc/passwd  file, so you see an asterisk instead. Next are two
numbers, the User ID number and the Group ID numlisse are used by the account to
track file access and ownership rights. After thenbers, theeal name or a description of

the user account is displayed, followed by the 'sgerme directory, and finally the shell they
are allowed to use.

User passwords are stored in an encrypted forntaeietc/shadow  file. This file is
similar to thepasswd file, although there are a few extra fields tleg $ystem uses.

Additional user information is stored in files suadletc/group  and/aquota.user

Administrators can view users and user quota in&tion. Thevlistuser command
displays a list of all the user accounts (excludheggsystem users). The following is an
example of the output of theistuser ~ command.

UserName FullNameHome DirectoryQuotas

admin Administrative User /home/admin 47/0k
nobodyUnprivileged User /nonexistent 2036/0k
test Toast /home/testexampley 0/10240k

Totals: 2083/10240k

Configure Virtual Subhosts

Virtual subhosting is one of the most powerful tgat of your dedicated server and the
Apache HTTP Server. This feature enables you tp@ipnultiple domain names that each
resolve to their own unique subdirectories on glei\ccount. You can hoskamplel.com
andexample2.com on the same account, each with its own domain renrdeunique site
content. Provide each virtual subhost customer then unique FTP login with access to
their own subdirectory and email addresses usieig ttwn domain name.

For performance reasons, you must adhere to gnafelith regard to the number of virtual
subhosts you should place on a single account. Keeynd that these guidelines are
suggested so that the performance of your own at@nd virtual subhost domains are not
compromised. Here are guidelines to follow:

e Linux MDS Basic -- Approximately 25 low volume sudsts
» Linux MDS Enhanced -- Approximately 60 low volumébfosts
* Linux MDS Premium -- Over 60 low volume subhosts

Configure Linux MDS 8



—,
= atat

Linux MDS User’s Guide

CGI Scripts and Security Issues

It is important to consider some of the securigués that relate to virtual subhosting. In most
cases it is likely that not only are you providiyaur clients with hosting service, but you are
also designing their Web content and writing ti@&B1 scripts as well.

Because the virtual subhosts operate in the saomiatenvironment, CGI scripts that are
executed by any virtual subhost will inherit pregles to access any directory or file in your
dedicated server directory hierarchy. For exampli®alicious virtual subhost client could
write a simple script to remove all of the files your dedicated server. Another script could
send the contents of your /etc/passwd file to eoteremail address where weak passwords
could be decrypted. If your login password is sptibée to a dictionary crack, a subhost
client could effectively steal shell access awayrfryou.

Do not offer full CGl-binary access to your virtigalbhost users unless you have complete
trust in them (even then, they can accidentallyseadamage to your dedicated server).

Most Web sites do not demand a great deal of cu§t@inprogramming. It is likely that you
could provide a library of pre-made CGl scripts ethyyour subhost clients could then use. A
sample composition of such a library can includ®anter, a guestbook, and a generic form
processor. You would store these scripts in a sebtdiry of your CGl-binary directory. You
would then configure each of your virtual subhdstase thisgi-bin  directory by adding
the following lines to their virtual host definitio

ScriptAlias /cgi-bin/ /usr/local/etc/httpd/cgi-bin/ sub-lib/

Another alternative is to provide your subhostriewith a CGl-binary that is not a
subdirectory in their home directory. This woulalpibit them from uploading and executing
any arbitrary script. Instead, the subhost clientid email you the script, you would review
it, and then install it into their CGl-binary ditecy (which can be configured to be a
subdirectory of your main CGl-binary directory). Arample is shown below:

ScriptAlias /cgi-bin/ /usr/local/etc/httpd/cgi-bin/ SUBDIRECTORY/

In this caseSUBDIRECTORY becomes the CGl-binary directory for a specifiblsust client
(use the same subdirectory name for bothlen/vhosts and/www/cgi-bin to keep them
organized).

Verify Core Services

Verify SMTP, POP3, IMAP, FTP, and Web operatiorsfalows:
* SMTP -- Send multiple emails teer 1@example.example.net.
e POP3 -- Configure your mail client and POP somd frain userl.
* IMAP -- Reconfigure your mail client and use IMA®read mail from user2.

» FTP — Use your preferred FTP client to connectaioryedicated server. Verify the
following files:
ftp example.example.net
put index.html
put example.img
put whatever.rpm

* Web -- Browse tdittp://example.example.net.

Configure Linux MDS 9
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Verify Resources
Access information about the following aspectshef tesources available on your dedicated
server:

» Disk -- Open file descriptors limih(mfile ), maximum number of file locks
(numflock ), disk space quotafota )

* CPU -- Maximum number of processesrtiproc )

e Memory -- Maximum usable virtual memonyrigvmpages ), maximum number of
locked pagesdckedpages )

Configure Linux MDS 10
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Install Additional Supported Features

Important: New services may require activation. When you Ihataervice, your dedicated
server does not automatically activate or stafdatconfigure a new service to issue on first
start, use thehkconfig  and service command-line utilities.

Accrisoft Freedom

Accrisoft Freedom (also referred to/&xrisoft RBT) provides you with a suite of tools to
build and manage your Web sites. The Accrisoftesisitavailable as a fee-based, additional
feature for your account. Once you purchase the aumid verify the installation, refer to Web-
based information, documentation, and instructfimovided with the purchase of the suite for
more information.

Apache HTTP Server

As a core service, your dedicated server supplogté\pache Hypertext Transfer Protocol
(HTTP) Server open-source software distributedngyApache Software Foundation
(http://www.apache.ordy/ under the terms of the Apache License. Apach&®$erver
maintains ongoing compliance with the HTTP standeith provides an application-level
protocol for distributed, collaborative, hypermedtitormation systems.

Note: Apache HTTP server provides one part of the Lidpache, MySQL, and
PHP/Perl/Python (LAMP) open source enterprise saévstack.

Apache Dynamic Modules

Apache Modules are code segments that are wristenrnply with the Apache API
specification and can be loaded into the Apache B&atver. Apache modules can be loaded
in the following ways:

» Statically loaded in the compilédipd daemon
» Dynamically loaded in the Web server configuratfiben

This modular design for adding Web server featgress Web administrators (as well as
developers) power and flexibility. A wide variet{y Apache modules have been created
supporting all kinds of exciting Web server featuid/eb server speed and efficiency is
improved when using Apache modules since your Véebes can internally process
instruction sets rather than relying on externglliaptions.

Dynamic module support is one of the key featufah® Apache Web Server. The ability to
dynamically load modules is known as DSO suppo8Oenables you to extend the features
and capabilities of Apache by adding the specifiime you need, when you need it, without
recompiling the Web server binary.

Note: If you try to load all the modules at the same figmu will probably get a resource
error. Load the modules you need one at a time.

There are a number of pre-compiled Apache modwolegdur use. You can load any of these
modules in your Apache configuration file by remmythe comment for the appropriate line
in your httpd.conf file and running restart_apache.

#LoadModule mmap_static_module libexec/mod_mmap_sta tic.so
#LoadModule vhost_alias_module libexec/mod_vhost_al ias.so
#LoadModule mime_magic_module libexec/mod_mime_magi C.SO

#LoadModule negotiation_module libexec/mod_negotiat ion.so

#LoadModule status_module libexec/mod_status.so
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ClamAV

#LoadModule info_modulelibexec/mod_info.so

#LoadModule asis_modulelibexec/mod_asis.so

#LoadModule speling_module libexec/mod_speling.so

#LoadModule rewrite_module libexec/mod_rewrite.so

#LoadModule anon_auth_module libexec/mod_auth_anon .SO
#LoadModule db_auth_module libexec/mod_auth_db.so

#LoadModule digest_module libexec/mod_digest.so

#LoadModule proxy_module libexec/libproxy.so

#LoadModule cern_meta_module libexec/mod_cern_meta .S0
#LoadModule expires_module libexec/mod_expires.so

#LoadModule headers_module libexec/mod_headers.so

#LoadModule usertrack_module libexec/mod_usertrack .SO
#LoadModule perl_modulelibexec/mod_perl.so

#LoadModule gzip_modulelibexec/mod_gzip.so

#LoadModule dav_module libexec/mod_dav.so

#LoadModule fastcgi_module libexec/mod_fastcgi.so

#LoadModule auth_mysgl_module libexec/mod_auth_mysq l.so
#LoadModule auth_pgsql_module libexec/mod_auth_pgsq l.so
#LoadModule php4_module libexec/mod_php4.so

Your dedicated server supports Clam AntivirusGtamAV), a free, open-source virus
scanner distributed by the ClamAV Tealntt://www.clamav.ne}/ under the terms of the
GPL.

Note: Do not use ClamAYV to replace antivirus softwareyonr local computer system.
ClamAyV is designed to supplement such programspaodde additional safeguards. It does
not provide the antivirus capabilities such asgetibn from Web based or TCP/IP-based
attacks. Only a local antivirus program installedyour computer system provides sufficient
protection.

If you do not have Procmail installed on your detéd server, the ClamAV installation script
will install it and configure it as your local dediry agent (LDA). If you already have
Procmail installed and have your own recipes in abeck youretc/procmailrc

directory to see that the ClamAV configurations iarthe proper order.

When ClamAV is installed, a table of utilities canfred to operate in the background at
regular intervals (ocrontab) is added to the system to update your virus d@a@lwice daily
using ClamAV’s Freshclam program.

For more documentation of ClamAV, consult temscan , clamd , freshclam , and
clamav.conf  manual pages. Find documentation on the ClamAV ‘iteb
(http://www.clamav.ne}/

CPX: Control Panel

The CPX: Control Panel provides an intuitive Weteiface to administer your dedicated
server. The interface enables you to perform usérd@main management tasks. It also
provides a Web-based email interface and mail memeagt modules and empowers virtual
subhosting on your dedicated server. CPX: ContaolePenables you to create domain
administrators with user management control. Thabées each subhost and its respective
end users the ability to configure and controlrtib@in accounts.
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CPX: Control Panel includes the following modules:

File Management -- This module enables you to navigate througlataries, view and
edit text files, download and upload files, createlelete files and directories, rename or
move files and directories, and view and edit pssions.

Webmail — An email management interface to read, storecanthose email, manage
folders, apply spam filters, store contact inforimatand manage automated replies
(Autoreply).

User Management -- The user management module enables you to adelete users,
manage domain admin accounts, and view the statuseo accounts.

Domain Management -- Manage your domains with the ability to add efede
subhosts, specify limits on the number of userseandil accounts, manage logs, and
specify catchall email rules.

Mail Management -- This module provides the management of emaaldi or delete
email aliases, edit account settings, or even gardi broadcast lists.

Profile and Preferences -- Customize your settings to your personal pefees.
Change your password, shell, and the date/timdagispr your dedicated server.

Note: Due to the high number of possible account confijans or modifications, there is
no guarantee that CPX: Control Panel will perfoatiably on previously configured
accounts. CPX: Control Panel is designed and tdetezbrver configurations and a small
number of existing configurations.

The CPX: Control Panel installation utilityifstall ) makes the following changes to your
dedicated server:

Upgrade of Perl.
Installation ofmod_perl andmod_rewrite
Installation the Control Panel handler food_perl .

Installation of ClamAV, SpamAssassin, and Procif@hfigured as the sendmail local
delivery agent).

Modification existing ClamAV and SpamAssassin iflataons.
Install Savelogs (or upgrade if previously instd)le
Initiation of the Control Panel daemon vsapd.

Creation ofvirtusertable entries for existing mail users, as well as additf
default catchalls for all domains (as foundete/mail/local-host-names ).
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Dovecot

Follow these steps to install CPX: Control Paneyour dedicated server.

1. Connect to your dedicated server by means of SSHsane this command:
# vinstall cpx

2. Access CPX: Control Panel by going to the followlsigL:
https://YOUR-DOMAIN.NAME/Control Panel/

You control whether virtual users are enabled ®the Webmail and Profile/Preferences
features of CPX: Control Panel. Add new users byguthe CPX: Control Panel or by

command line issuing the following command:
# vadduser --cpx

Your dedicated server supports Dovecot, an opercedWAP server. The server is
distributed by the Dovecot organizatiditp://www.dovecot.org/under the terms of a
Massachusetts Institute of Technology (MIT) liceasewell as the GPL. The MIT license
(also referred to as afiLicense or anX11 License) enables developers to reuse the IMAP
server for proprietary as well as open source sotvenvironments. (For more information,
refer to the Dovecot Organization Web site.)

Email List Package

Majordomo

Automate the management of Internet email listgaur dedicated server by installing and
utilizing Majordomo, FML, or Mailman.

Note: Majordomo is best configured by administrators veittvanced skills who carefully
research the software capabilities before instaliie feature.

Majordomo is community-supported software you wsautomate the management of
Internet email lists. The software is written irrlR@1d is compatible with the current, stable
version of the language. Correct operations oftifevare on your dedicated server are
dependent upon the versions of Majordomo, Perloedating system software, as well as
the email software (such as Sendmail) and the m@ssjou are operating. Great Circle
AssociatesHttp://www.greatcircle.com/majordonjddistributes the free software but offers
no technical support.

Email Service

As a core service, your dedicated server suppaatksarvices by means of the Simple Malil
Transfer Protocol (SMTP), Post Office Protocol (P@POP3), and Internet Message
Access Protocol (IMAP or, more precisdly]AP4).

e SMTP provides a standard method to send email mesdsetween servers.
» POP provides a standard method to retrieve enwail & mail server.

» IMAP provides a standard method of accessing @ritimail or bulletin board
messages kept on a shared mail server.

These standards are maintained and updated asdniedustry standards by the Internet
Engineering Task Forcéttp://www.ietf.org).
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Firewall

FormMail

Your server includes the default, basic softwarewall supported by RHEL. The firewall is
enabled by default and firewall rule set is emptyu can configure the firewall by editing the
IP table and configuration file through the comméind of your account. The default
implementation of RHEL software firewall is enablauless you disable the feature. The
firewall enables you to specify the following sees to pass through the firewall:

- FTP

e HTTPS
« IMAP

e SSH

* Telnet

- WWW (HTTP)

There is no additional charge for the default, asitware firewall. If you experience server
performance issues and you determine that the ditésvthe cause, you can contact customer
support to request a firewall reset.

Note: If you are a reseller for Linux MDS or an adminggtr with full root access to a
server, you can distribute a standard firewall mamition for new accounts by using the C-
Archive tools.

FormMail is a CGI program designed to generate Enasied on the input from an HTML
form.

Installing FormMail

To install the FormMail CGI on your server, conngcyour server via SSH, su to root, and
run the following command:

# vinstall formmail

This command installs three filésgrmMail.pl , FormMail.examples and FormMail.readme,
into your/www/cgi-bin  directory. The examples and readme files contaiious
information and examples on using FormMail.

Set up the script to use your account informat@pen the fileFormMail.pl  file and
modify the following lines in the user configuratisection.

» Find the@referers line and replace the information inside the pdresés with your
own server's domain name(s) and IP address. Yoleean the local host value.

* Inthe@allow_mail_to line, remove the original email addresses ancejtibér the
domain, or a full email address for every accobat should be allowed to receive email
messages from this form. For security reasonssaneu have a large number of email
accounts at a single domain, it is better to histfull address for each recipient.

Once you have modified these two fields, saveitae f
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Using FormMail

Create a form for which you would like the contemigiled to some address. The form should
include the following field (at the very least):

* recipient -- specifies who mail is sent to
Other optional fields can also be used to enhame@peration of FormMail for your site, for
example:

» subject -- specify the subject included in emailts®ack to you.

» email -- allow the user to specify a return emddmess.

» realname -- allow the user to input their real name

» redirect -- URL of page to redirect to instead dfi@ng form input.

* required -- list of field names that are requineplit (comma delimited).

Several other fields are supported. See the Forimgtailme file for a complete presentation
of the supported fields.

The following is an example of HTML source markup:

<form method="POST" action="/cgi-bin/formmail.pl">

<input type="hidden" name="recipient"
value="order@yourdomain.com">

<input type="hidden" nhame="subject"
value="Order Request">

<input type="hidden" name="required"
value="realname,email,phone">

Please Enter Your Name:<br>

<input name="realname" size="40">

<p>

Please Enter Your Email Address:<br>

<input name="email" size="40">

<p>

Please Enter Your Phone Number:<br>

<input name="phone" size="40">

<p>

<input type="submit" value="Submit">
<input type="reset" value="Reset">
</form>

Once your form is complete, you should be ablestalsemail messages using it.

FTP

File Transfer Protocol (FTP) enables you to cofgsffrom one computer to another. As a
core service, your dedicated server supports PrDRiEh the Transport Layer Security
(TLS) protocol as well as anonymous configurationunlimited users. The software
provides secure and configurable FTP and is digtibby the ProFTPD Project
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GCC

FML

Mailman

Java

(http://www.proftpd.orgy and is available for free under the terms of@&NU General Public
License (GPL). As you configure ProFTPD, you mugplement only the application features
supported by the current release.

To use FTP to transfer files between your dedicatzder and your own local computer
system, you must have an FTP clientgioogram) installed on your local computer system.

For your dedicated server, configure ProFTPD tbysuir use of the software. The ProFTPD
configuration file is located at the following ld@m:

/etc/proftpd.conf

Use an online file editor or transfer the file twuy local computer system to make any
configuration changes. ProFTPD runs as a daemgowndedicated server. The software
reads its configuration file each time a procespawvned.

Be certain you download and upload téie/proftpd.conf file in ASCII mode if you use
FTP. To use anonymous FTP, the dfgmust exist with FTP privileges on your dedicated
server. This user is configured by default in ytete/passwd  file, but removing or
modifying this user could prevent anonymous FTnffanctioning on your dedicated server.

Your dedicated server supports the current, stalplg,compatible GNU Comepiler Collection
(GCC). The collection is distributed by the GCC meattp://gcc.gnu.org/and is available

for free under the terms of the GPL. As you configGCC, you must implement only the
application features supported by the current seleBor example, the future upgrades to the
collection must support the RPM your dedicated eseutilizes.

Your dedicated server supports FML, an open-somaiéing list driver maintained by
Ken’ichi Fukamachi littp://www.fml.org/index.html.en The driver is available for free
under the terms of the GPL. FML requires one mawear software program such as
sendmail, postfix, gmail, exim, or zmailer, as wad|Perl to operate.

The Simple Mail Transfer Protocol authenticatiotession (SMTP AUTH) is the preferred
and standard method for managing email relay strmeercomes many of the short-comings
of POP before SMTP. With SMTP AUTH, email clienftsare like Outlook, Eudora, Pine,
etc. can be configured to send a user ID and pasgsiwdhe account during the course of mail
delivery.

Your dedicated server supports Mailman, free softvaistributed under the GNU General
Public License. Mailman is written in the Pytholmgramming language. The versions of the
software and the programming language must botitdige, current versions installed on
your dedicated server.

Java technology, created and distributed by Sumddistems, offers many benefits to
Internet and application programmers. The vinsttilities library includes the following Java
applications:

e Java SE Development Kit (JDK)
» Java Runtime Environment (JRE)
« Java Sun Developer Kit (SDK)
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Multiple IP Addresses

Your dedicated server is assigned a single IP addrg default. For some customers, a Linux
MDS account configured to utilize a single IP addrprovides all they need. However, you
can purchase additional IP addresses. You can tirdexdditional IP addresses for both new
and existing Linux MDS accounts. Your dedicated/semcludes support for multiple IP
addresses. In order to support this feature, yedicdted server includes support for the
following features which are also compatible withltiple IP addresses:

e Apache HTTP Secure Server

» Dedicated SSL Certificates

» Shared SSL Certificates

» Multiple SSL Certificates (on a standard port)
» Secure FTP

» POP over SSL

* POP email encryption

* IMAP email encryption

* Sendmail

Utilize Multiple IP Addresses

You can use a custom scrigafdhost ) to configure multiple IP addresses on your
dedicated server. You can also use the scriptdiga$P addresses to a virtual host. In
addition to assigning an IP address to a virtuat,hgou can install the SSL certificates using
custom scripts from the command line.

How Your Server Utilizes Multiple IP Addresses

Once you configure your server to utilize multiffeaddresses, you can utilize a link from
the account information interface. For accountschitilize domains managed under the
terms ofsecure.net  name servers, you can manage DNS for domainsiassevith the
additional IP addresses. If you are a reseller,gaudo this from the Reseller Backroom. In
general, the services bind to all IP addresses.adew Apache and SSL recognize and
operate using a specific IP address.

Overview of Acquiring and Configuring Multiple IP

Addresses

The following provides an overview checklist of tiasks you must perform in order to utilize
support for Multiple IP addresses.

e Set up DNS for those IP addresses.

» Set domains for DNS services.

» Assign each IP address to a virtual host.
» Install an SSL certificate for a virtual host.
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MySQL

Your dedicated server supports the current, stadaise of MySQL, an open source database
server and tool distributed under the terms ofG..

Note: MySQL provides one part of the Linux, Apache, MyS@hd PHP/Perl/Python
(LAMP) open source enterprise software stack.

To use the MySQL client, connect to your dedicatever by means of SSH and issue the
following command:

% usr/bin/mysql-u root

This command will start the MySQL client as thetraser. Add more users by following the
directions in theMySQL Reference Manual or another, reliable MySQL resource.

To make starting MySQL easier, create a file wittyaur start-up options instead of having
to type in all the different flags at the commamdrppt. To do this, create a file in your

letc/  directory namedhny.cnf . The contents of the file would appear as folldwu
wanted MySQL to report error messages in Japanese:

[mysqld]

language = japanese

default-character-set = ujis

Access manual pages by typing the following duangSSH session with your dedicated
server:

% man mysq|l

For more information, refer to the MySQL Develogene Web site
(http://dev.mysql.com/doy/

phpMyAdmin

Namazu

Perl

Your server supports phpMyAdmin, a PHP softwarekpge which enables you to administer
MySQL over the Web. PhpMyAdmin is distributed by tAhpMyAdmin Project
(http://www.phpmyadmin.net/home_page/index.ptipder the terms of the GNU General
Public License (GPL). You can install and uninstiai software package using custom
installation scripts.

Your dedicated server supports Namazu, an operespiuil-text search engine maintained
by the Namazu Projechitp://www.namazu.ory/ The software is available for free under the
terms of the GPL.

Note: Perl provides one part of the Linux, Apache, MyS@hgd PHP/Perl/Python (LAMP)
open source enterprise software stack.

Perl is pre-installed on your dedicated server.rtiadicated server supports Perl
(http://www.perl.org/) the widely-used, open-source cross platform @nwgning language
distributed with most Linux binaries. As you config Perl, you must implement only the
application features supported by the current|statoduction release. The performance of
the CPX: Control Panel is dependent upon suppo®ésl Modules. For more information,
see “CPX: Control Panel” on page 12.

Install Additional Supported Features 19



—,
= atat

Linux MDS User’s Guide

PGP/GnuGP

PHP

PostgreSQL

For the purposes of signing and encrypting youa datmmunications, Pretty Good Privacy
(PGP) and Gnu Privacy Guard (GnuPG) are both mtled on your dedicated server. PGP,
originally developed by Phil Zimmerman, is a higitsrity cryptographic software
application for MSDOS, UNIX, VAX/VMS, and other cqmaters. PGP enables you to
exchange files or messages with privacy, autheiditaand convenience.

Note: You must agree to the PGP 5.0 License before limggahis version of PGP on your
server. This version of PGP is for non-commercga anly. If you are going to use PGP for
commercial use, you must purchase a license frotwdik Associates. This version of PGP
has also been madified so that it will work in btk virtual and non-virtual environments.
Modifications have also been made to the PGP eablmuprovided such that it will only run
on Linux MDS. Please do not attempt to export teision off of your server. It will not
operate.

An alternative to PGP, GnuPG is distributed unflerterms of the GNU General Public
License. For more information, refer to the PGP BauwVeb sitekttp://www.gnupg.org/
GnuPG (The GNU Privacy Guard) is a tool for seamemunication and data storage. It can
be used to encrypt data and to create digital tiges. It includes an advanced key
management facility and is compliant with the preg OpenPGP Internet standard as
described in RFC2440. GnuPG is a complete andafteenative to PGP. Because it does not
use the patented IDEA algorithm, it can be usetdaut any restrictions.

Your dedicated server supports PHP: Hypertext Bregssor Ifttp://www.php.ned, the
widely-used, general-purpose, and open-sourcetsagifanguage distributed with most
Linux binaries. As you configure PHP, you must iepent only the application features
supported by the current, stable production reléBise custom installation script for PHP
includes prompts for you to include the Apache Rextule (mod_php).

Your dedicated server supports the current, stadase of PostgreSQL, an open source
relational database system distributed by PostgreSIQbal Development Group under the
Berkley Software Distribution (BSD) license. Thdalzase system was formerly known as
Postgres andPostgresos.

If you choose to configure PostgreSQL, add thevfeithg lines to your shell startup file,
according to which shell your dedicated serveuming.

Note: To find out which shell your dedicated server ismimg, issue the following
command:
% echo $SHELL

* /bin/csh - If you are using /bin/csh or one of its variatken add the following lines
to the/.cshrc file on your dedicated server.
setenv PGDATA /usr/local/pgsqgl/data
setenv PGLIB /usr/local/pgsql/lib
set path = (/usr/local/pgsql/bin $path)

e /bin/sh & /bin/bash - If you are using the Bourne shebit/sh  or/bin/bash )
then add the following lines to the /.profile fi@ your dedicated server:
PATH=$PATH:/usr/local/pgsql/bin
PGDATA=/usr/local/pgsql/data
PGLIB=/usr/local/pgsql/lib
export PGDATA PGLIB
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The tool for managing PostgreSQL is the psql cligntstart psql issue the following
command:
% psql

The psql client starts, and then you can to is€le-flated commands and for help.

Note: Look for the following error:
Connection to database '(null)' failed.
FATAL: PQsetdb: Unable to determine a Postgres user name!

To resolve this, issue the following command:
% vpwd_mkdb /etc/passwd

This program will read your password file at /eaggwd and create a Berkeley DB format
file. PostgreSQL uses this new file to look up usgmes and account information.

Multi-Language Abilities in PostgreSQL

PostgreSQL enables for a number of languages Wyliegapecific character-sets in the
databases. When you create a database in Postgrg&®tan use the -E flag to enable
support for a specific character set.

% initdb -E SET

The following list provides the available characets and the character set name to use to
enable support for it.

e ALT (Windows CP866).

e EUC (JP Japan EUC).

» EUC (CN China EUC).

« EUC KR (Korea EUC).

« EUC TW (Taiwan EUC).

e MULE_INTERVAL (Mule internal code).

* LATIN1 ISO 8859-1, LATIN2 ISO 8859-2, LATIN3 ISO &3-3, LATIN4 ISO 8859-4,
LATIN5S I1SO 8859-5 (Latin alphabets one through ffee Western Europe, Eastern
Europe, Turkey, Northern and Western Europe, Gyicharacter sets).

*  SQL_ASCII (ASCII).
* UNICODE (Unicode or UTF-8).
*  WIN (Windows CP1251).

To remove PostgreSQL, connect to your dedicatetesély means of SSH and issue the
following command:

% vuninstall pgsql

Edit your/etc/rc file, removing the line that contains postmaster.
Issue theps command, as follows:

% ps -X

Determine the process ID of the PostgreSQL daemdruae kill to stop the PostgreSQL
daemon:

% kill PROCESS-ID

Procmail and SpamAssassin

Your dedicated server supports the Procmail engdivery agent and the SpamAssassin
email filter.
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Procmail

Your dedicated server supports Procmail, a freenegource mail delivery agent (MDA)
distributed under the terms of the GPL. You carfigone Procmail to call mail programs,
such as SpamAssassin.

You can customize the behavior of Procmail by éngaéiprocmailrc  file. The file must be
located in youretc/  directory, or a user can havepgocmailrc  file in the user’s home
directory.

SpamAssassin

Your dedicated server supports SpamAssasin, adpas-source email filter distributed
under the terms of the Apache Software license.

SpamAssassin applies a number of tests to an imgpmessage, and each test returns a
score. If enough tests return a combined scoraghatih enough, the message is tagged as
spam. The default setting is five (5). Once a ngs$ms been tagged, there are a number of
possible actions that can be taken with the mes&ugh tagging and actions can be handled
either as a system-wide or as a user specific.filte

* System-wide Filters apply SpamAssassin tests to every email messagartiives on
your dedicated server, regardless of the intendeigient. This avoids accidentally
losing the occasional legitimate message that pasdike characteristics.

e User Specific Filters enable you to configure individual users to ugtedént methods
of dealing with messages tagged as spam. Onceagoal iInessage, SpamAssassin will
do one of the following things with the messaggeteling on your system and user
settings.

» Deliver Tagged messages along with Untagged messages enables the user to see
if a message is tagged as spam and enables thakithe final decision to read the
message or not. If you have system-wide filteringibis a good idea to use this option
for the system-level filtering.

» Deliver Spam to a special mailbox delivers untagged messages and delivers tagged
messages to a special mailbox (or IMAP folder) sTikia good user-level setting for all
users who don't want potential spam clutteringuer’s inbox but want to have the
option to check through to see if there is anythingortant among the tagged messages.

* Deliver spam to a special mailbox and forward non-spam to another address
specifies that if a user has another account ket forward the user’'s messages to, this
enables you to filter out spam before forwarding tessages to the user’s account

e Forward Spam to another address specifies non-spam is delivered normally, but
spam can be forwarded to an account on a diffexenmvier.

» Delete Spam specifies that all messages tagged as spam @&tedetither on a system
level or just for specific users. This is not aaenended option, as messages (and
possible false positives) would be permanentlywiraway.

» Delete Spam and forward non-spam to another address specifies that the tagged
messages are deleted before forwarding untaggeshgesto a remote email account.

You can configure SpamAssassin to keep a log dfigctLogs can be useful in tracking
down problems and errors but, like any other lég frour SpamAssassin logs must be
cleared out occasionally to prevent them from usip@ll your disk space. You can issue the
cron command to archive or empty your spam log files.

There are a number of sources of documentatioBfamAssassin. You can access the
manual pages by issuing the following commands.

% man spamassassin
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Python

Rsync

Ruby

Savelogs

ShopSite

SquirrelMail

% man Mail::SpamAssassin::Conf

You can find further information about the Spam/Assa filtering engine at the
SpamAssassin Project Web sitét|://spamassassin.apache.prg/

The RHEL operating system supports the currentymrbohn (orstable) version of Python.
The software is distributed for free by Python $afte Foundation
(http://www.python.org/psf/under the terms of the Python license. Althoughdoftware is
pre-installed on your server, as you configure Biyttyou must implement only the
application features supported by the current prodn release.

Note: Python provides one part of the Linux, Apache, MyS&nd PHP/Perl/Python
(LAMP) open source enterprise software stack.

Rsync fttp://rsync.samba.orpis an open-source utility which provides fastréroental file
transfer. The utility is available for free undeetterms of the GPL. Your dedicated server
supports the current, stable release. As you cordigsync, you must implement only the
application features supported by the compatibbelpetion release.

Ruby (ttp://www.ruby-lang.org/ep/fis an open-source interpreted scripting language
primarily developed on the Linux operating systéns available for free under the terms of
the GPL. Your dedicated server supports the curstaible release. As you configure Ruby,
you must implement only the application featurggpsuted by the current, stable production
release.

Savelogs provides a complete Web server log ratgiogram. Savelogs can rename,
archive, compress, delete, and providewasyslog -type of log rotation. You can specify
options on the command-line or in a configuratibe Besides archiving single logs,
savelogs can search your Web server configuratieof automatically rotate logs defined
there.

Your dedicated server supports the optional, fesetde&shopSite shopping cart suite. If you
have ordered the installation, you can configure atilize ShopSite features such as a secure
shopping cart and e-commerce Web page templatescaio purchase the suite at the time
you order your account or you can order the featignytime. Once you purchase the suite
and verify the installation, refer to Web-baseainfation, documentation, and instructions
provided with the purchase of the suite.

Your server supports SquirrelMail for Web mail peeses. The open-source software is
distributed by the SquirrelMail Project Teahttf://www.squirrelmail.org/under the terms
of the GNU General Public License (GPL).
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SSL

Your dedicated server supports the privacy andygtion provided by the Secure Sockets
Layer (SSL) protocol. You can also change operatygiem and maintain SSL support, move
a certificate to a new server, and renew a custigitaticertificate.

Create a Signing Request and Private Key

To obtain a signed Digital Certificate you mustateea Certificate Signing Request (CSR). At
the same time your CSR is created, you will alsoegate a Private Key. The CSR is used by
the signing authority to create a signed digitatifieate which works with your Private Key

to provide secure access to your Web site. Thesere necessary information that you must
gather before generating the CSR and Private Kieg.fdllowing information is required as
part of the CSR and must be entered exactly aswam it to appear in your certificate:

* PEM Passphrase -- This is a security phrase which, like a passlwvensures that only
you can use your digital certificate. Be sure te aphrase which you can remember but
which is not easily guessed. Enter the passphnathe ifuture to install your signed
certificate.

* Company Location -- Know the country, province or state, and ditgittyou want the
certificate to display as your company location.

e Company Contact Information -- This includes the complete company or
organization name and the organizational unit gadenent (if applicable).

* Your Domain Name -- Determine the exact domain name you want tdosecess
your Web site securely.

e Contact Email Address — This is the contact email address that you wahtave the
signing authority use when corresponding with you.

» Extra Information — This information can include a challenge passweanich some
signing authorities use to allow you access to yautificate and which they require
when interacting with them. You can also enter &gl company information.

Connect to your dedicated server by means of S8Hsane the following command:
# mkdir /usr/local/certs

# cd /usr/local/certs

# openssl req -new

You are prompted to provide the information youhgatd earlierCommon name refers to
the domain name that you want to use when you agers site using SSL. For example,
domain.com , www.domain.com , cname.domain.com , or*.domain.com . The domain
must be used exactly as it appears in the cettifica

When you have entered all the data, your CSR is/shti is a good idea to save the CSR by
copying and pasting it exactly as it appears orstheen, with line breaks and no extra lines
before or after, into a file on your local computéou will need it when you are ordering
your SSL certificate from a signing authority’s Wate. The following is an example of a
CSR.

----- BEGIN CERTIFICATE REQUEST-----
MIIB2jCCAUMCAQAWQYEXCzAJBgNVBAYTAIVTMQOwWCwWYDVQQIEd& FoMQ4wDAYD
VQQHEWVQcm92bzETMBEGALUEChMKU3R1bmt3b3JrczEVMBME&EAMMMTWFyayBT
cGVuY2VyMScwJQYJIKoZIhveNAQKBFhh3ZWJtYXN0ZXJAc3R1bmt3b3Jrcy5jb20w
gZ8wDQYJKoZIhveNAQEBBQADgYOAMIGIJA0GBAKIKMHNII4uNDWgYsBYdiiOBLTY
NOsTfXp/5sG1VXjlYhDMoLzWxBbaulx2hEufj1Sfkm65Mrd8j4n MFVIGf1sGnFCj
ClgxQ/5DJtV22jgnqQfKg7se32r9INoPW|FfjD1JC+4zry5LRIS PNImMCYq2E1578
h6S6i6auD1nTDDOLAgMBAAGgGDAWBgkghkiGOwOBCQcxCRMHZ@9mxpbjANBgkq
hkiGOwWOBAQQFAAOBgQANwWQ7wudkfkxrrZA4IXbOYeXWLngHtNdzPJ8WyzOjGofdh
jkpDPV6SJqHESszpmZIjEqb6fxgeiM4cpWSFGIJALQNFz+Ra8/msr  LLBMM+zPuHpER
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OPFCsrlErmaBgnmymGOk/DiHvhV+LgCkAgjcS2Kpn0cOy8KRyXz Uc4k+TTwOUw==

In the directory where you ran thpenssl command, you will also find a new file called
privkey.pm. This is your private key which you will need abger time. The following is an
example of a private key.

Proc-Type: 4 ENCRYPTED
DEK-Info: DES-EDE3-CBC,BCC23A5E16582F3D

hfWyPkea3gnVCHCZJ/zgQpCHIRZF7WjYXGYohdbfkJYOETLwXaq jvnNHQILomwIt
CvAzXhq8wnHur6SK21S0O0ry3aSCvrBezH99miSIvinTOHVIRIDN  vaYQDbe01Z26D
hY2Yqha56Z8pvrTTolJfNLOsW4ewdws1wR4kxYDYkpusoe/Wed9 — Wg+i6xr9YmljT
1e9bbQIPK2D/3gIDhWW/aZHiMmLcYItmWmfowUMdmIibWYugqOUH 1EefiLq3SLKK2
izvYpWDGHxVgtmzupvoc2E6CS3rQeRN3QQ9RqhzqdGgP8Xy/xI1 LMuDRUbPY54Kp
3a4g9qZCXdIxctK70XX5TdhiMsFEb5L1wABCsnKE69nzs8MOLiz6  mjtAhGB6KVKB4
dod3Wn6z20cus21SY5LxFkfq6JZrAsqSZFzETNIN2Fbel2pTp3l RWx7Q+WBTIrME
ulMgUSKszpvgzgOTf2Kxfw6YWISEpEGA8PeiGrM1NeT2TFtgiQB  RQdAy7TQxgBIF
LOW2r5/1347ZgafacXLzpDBHnQrn/OtZijzleeolwcgVwCOKz10 ufEAN1ZTJIbG6F
WY JuFtfopM5swyoUYK3JgT582ziAeudjcPdrNHCxgcInkNG+ib3 dHdy8yccWRehD
VnSX2hriMDd2cpFFTI77Bc2/neNyUieqiHkrTOZIcD90BSxFdOf P9QXLWEMCDWHt
N5UK1n29+TFgm/aXjZNjSIESDSJTTBGTy2fPWtnefQaFk23ppV5  VQypmZjxcWt2f
Eekjh1vEIQChKULQCXFAaxL61HvBRge3iJwJ+niOBuGpYnjdC80 olA==

----- END RSA PRIVATE KEY-----

Install Additional Supported Features 25



—,
= atat

Linux MDS User’s Guide

Custom Digital Certificate

The Default Certificate is a generic way to provegeure access to your dedicated server.
However, if you want to use your own domain namprtvide secure access to your
dedicated server, you can get a custom digitaificatte. This not only provides secure access
to your Virtual Server, but provides an additioleadel of customer confidence by using your
own domain name in the secure area of your site.

Obtain a Signed Digital Certificate

Once you have created a CSR, decide what signitigty and digital certificate to use.

There are a large number of different signing atities. Each one offers several different
types of digital certificates that have differeapabilities and options associated with them. It
is very important you select the certificate thestsuits your needs. Because most signing
authorities also sign additional types of certifcsaand products, verify that you are obtaining
an SSL digital certificate.

There are a number of signing authorities, each different methods for verifying your
company's authenticity and with different levelsa$tomer awareness and trust. The
following is a list of a few of the signing authibes.

* GeoTrust

» GlobalSign
e VeriSign

* Thawte

When you have decided which signing authority a8t Sertificate type you want, and have
created a CSR, you are ready to order your sigaddicate.

The ordering process for obtaining a signed digitatificate is different for each vendor and
certificate type. There are, however, some thihgs will remain the same throughout all of
them. The following is a list of useful tips fordaring your certificate.

At some point in the ordering process, you willas&ed for a Server Type or the Server
Software you are running; when this occurs, sei@etche-SSL or Apache with OpenSSL.

When you are prompted to enter the CSR, be syvadte it exactly as it appeared on the
screen when you generated it, including the fiB&GIN CERTIFICATE) and last END
CERTIFICATE) lines. An example of a certificate silgg request appears as follows:

----- BEGIN CERTIFICATE REQUEST-----
MIIB2jCCAUMCAQAWgYExCzAJBgNVBAYTAIVTMQOWCWYDVQQIEdBFoMQ4WDAYD
VQQHEWVQcm92bzETMBEGA1UEChMKU3R1bmt3b3JrczEVMBMEGEAKMMTWFyayBT
cGVuY2VyMScwJQYJKoZIhveNAQKBFhh3ZWJtY XNOZXJAc3R1bmt3b3Jrcy5jb20w
9Z8wDQYJKoZIhveNAQEBBQADgYO0AMIGJA0GBAKIKMHNII4uNDWgYsBYdiiOBLTY
NOsTfXp/5sG1VXjlYhDMoLzWxBbaulx2hEufj1Sfkm65Mrd8j4n MFVIGf1lsGnFCj
ClgxQ/5DJtV22jgnqQfKq7se32r9INoPWjFfjD1JC+4zry5LRiS PNImCYQq2E1578
h6S6i6auD1nTDDOLAgMBAAGgGDAWBgkghkiG9w0BCQcxCRMHZBImxpbjANBgkq
hkiGOWOBAQQFAAOBgQANwWQ7wudkfkxrrZA4IXbOYeXWLngHtNdzPJ8WyzOjGofdh
jkpDPV6SJgHESszpmZIjEqb6fxgeiM4cpWSFGJALQNFz+Ra8/msr  LLBMM+zPuHpER
OPFCsrlErmaBgnmymGOk/DiHvhV+LgCkAgjcS2Kpn0cOy8KRyXz Uc4k+TTwOUw==
----- END CERTIFICATE REQUEST-----

You are required to enter information about youmpany, including the official company
name and address.

After you have ordered your certificate and sertharequested documents, the signing
authority will issue you a signed certificate. Oyoi have your signed certificate, you can
install your signed digital certificate.
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Install your

Custom Digital Certificate

Once you have obtained a signed digital certificatgtall it and configure SSL to use your
certificate and private key instead of the default.

When you got your certificate, you most likely saveto a file on your local computer. Copy
the file onto your dedicated server by means of E&Psure to copy the file using ASCII
format to avoid corrupting the file.

Once the certificate is on your dedicated servetritie Private Key, which you generated at
the same time as you generated the CSR, and coihfsrim the/usr/local/certs/

directory with the namssl.pk . Verify that you have kept a copy of the PrivaiyKn a
different location as well so that if you make astake you do not lose your Private Key.
Create a directory on your dedicated server amé steopy of both your Private Key and the
Certificate until you are certain that the new ifiegte is working properly.

Connect to your dedicated server by means of S$Hsane the following:
# cd /usr/local/certs
# openssl rsa -in ssl.pk -out ssl.pk

Theopenssirsa  command removes the default encryption on your &agl makes it
useable by the Apache HTTP server. Verify whettoerr yPrivate Key has been decrypted or
not by looking at the file. When your key is genieda the first few lines are similar to the
following example:

Proc-Type: 4 ENCRYPTED
DEK-Info: DES-EDE3-CBC,BCC23A5E16582F3D
hfwyPkea3gnVCHCZJ/zgQpCHIRZF7WjYXGYohdbfkJYOETLwXaq jvnNHQILomwlt

After decrypting your key, the key changed as aftillowing example:

MIICXQIBAAKBgQCot9aa9R38QevFSWqU718VFxgEDcY4gJfdZ6s By282jdgCVcwU
992tQ5V3amQanoSIWxI/09GYm5kJISo03b2qGib2sqLiHZFav/bRj L5IDFOMwcSTyp
O0I190tCK72/rrxMI+Gt8b5saEildmG04ar9AM2DYYQCFKYR62mD  Z7mRa6wIDAQAB
A0GBAJWY0CgblGhvgSeCdZwCK+ZFopRKuHcHujeLtRKZk2rfPis MP1CUEdObJLJY
5ssrnUJzM+SBSf5TCN1SIj3dZg2NRBqg+68L1dR+3voEWv2ebPhz  icjw81I0xuVoX
HbXhM052Bmhp8XWZd3VdKXyQuTQeh17F4R2039r9vP88pGnNRAKB4OXTu4p6gAxF
14JwigFeswdog/|Ej9KkKGy/wM4psGQqUrzWzgKmN+R1NpSRWcy ohpSOsU8yFcHb
bydNYvYjOWwIBAMAHgQENrGx+3XEzcCx3uY8vvlgvcNFouORKKco aHyf8n028AJAf
ZAM/7h+cFcIJVYEeb8n54ED4979c+gr3ttYkCQD4440kVLAJUYsQ hL6UKMzpvgEM6
1JW8/fC490sPnXTQo0y2l030yarYppxsyTEAbvacDkV61S4zrNK  5GqlvzkUCQF45
0GVR7k92mPZZBSvsuSK1HTEKZIN7Dpjdw0+2LZ+TaB/epnAR1yN 5FUFRd6PZ/Npm
fUDtbRr9jViTBdhocfECQQDfXT3bUNjvJUeWQieQg200j7yzbjM D5MjA+9z+gh1V
Cb+4kQSEWrP7EdJk4cOHOH+ZY|inf77x8v2PbnaKE5Dc

----- END RSA PRIVATE KEY-----

Edit your/www/conf/httpd.conf file to look for your certificate file by addinpe
following command:

SSL CertificateFile /usr/local/certs/example.com.pem
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Once you have added the certificate directive tar yowww/conf/httpd.conf file, issue
restart_apache to make Apache start and utilize the new certiéica

Check to verify the new certificate is working bgnmecting to the domain your certificate is
configured to use by means of HTTPS. For examptagidomain name were
www.example.com, you would typehttps://www.example.com into your browser's location
bar. If the page loads without any errors, findlthek icon on your browser and click (or
possibly double-click) on it. This brings up thetficate information or a window that lets
you view certificate information. Check that thetdficate is using the correct domain name
and has the correct information.

If you intend to use your SSL certificate with ehzed well, make links so that the POP and
IMAP are able to find the file as well:

# In /usr/local/certs/example.com.pem /ust/local/ce rts/imapd.pem
# In /usr/local/certs/example.com.pem /ust/local/ce rts/ipop3d.pem

Move your Custom SSL Certificate

If you are moving your secure Web site from one@eeto another, there are a few specific
concerns to be aware of in order for the certidatwork on the new server.

Change Operating Systems

Digital certificates work differently with differé¢roperating systems and Web Server
software. Because of this, a certificate generfied Windows2000 server running the IIS
Web server does not work on a RHEL server runnipgche. Likewise, a RHEL server
running Netscape Web Server can not use a cetéfaesigned to operate on a RHEL server
running Apache.

If your current certificate is not compatible withur new server, obtain a certificate for the
new operating system and Web server. Most certifiaathorities will issue a transfer
certificate at a lesser cost than obtaining a nentificate.

The signing authority provides you with instructsoon how to install a transfer certificate.

Move a Certificate to a New Server

If your current certificate is compatible with teerver you are moving your secure Web site
to, you do not need a new certificate. Move youtifieate to the new server and ensure that
it works.

1. Connect to your dedicated server by means of SSHsane the following command:
# mkdir /usr/local/certs
# cd /usr/local/certs

3. Using FTP or another method, copy the certificaig Rrivate Key files to the new
server. Copy the files to the /usr/local/certsédiory. The certificate is in a file named
ssl.cert , and the key is in a file named ssl.pk. If you 3@, be sure to copy the file
using ASCII format to avoid corrupting the file.

4. Verify the Private Key has been decrypted by loglanthe file. If the key has not been
decrypted, the first few lines appear as in thiofahg example:
Proc-Type: 4, ENCRYPTED
DEK-Info: DES-EDE3-CBC,BCC23A5E16582F3D
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5. To decrypt the key, connect to your dedicated sdyyaneans of SSH and issue the
following commands:
# cd /usr/local/certs
# openssl rsa -in ssl.pk -out ssl.pk
Create a PEM file that contains both the certiéicatd key. To do this, issue the
following commands:
# cd /usr/local/certs
# cp ssl.pk YOUR-DOMAIN.NAME.pem
# cat ssl.cert >> YOUR-DOMAIN.NAME.pem

6. Edit your/wwwi/conf/httpd.conf file to look for your certificate file by addinge
following command:
SSL CertificateFile /usr/local/certs/MY-DOMAIN.NAME. pem

7. Once you have added the certificate directive tar y@ww/conf/httpd.conf file,

issuerestart_apache to make Apache start using the new certificate.

Renew Custom digital certificates

Swish-e

Tomcat

Order signed digital certificates for periods oédn three years depending on the signing
authority. It is important to renew digital certifites no less than 30 days prior to the
expiration date to avoid any interruptions in y&8L Service. The renewal process is
different for each vendor and certificate type.

After you have completed the renewal process,itirérgy authority will issue a new signed
certificate. Once you have received the reneweilficate, replace the original certificate on
your dedicated server, and restart Apache. Follenirtstructions to install your signed digital
certificate to complete this process.

Your server supports Simple Web Indexing SystenHiemans - Enhance®fish-€), an

open source system which enables you to index Vidgb pnd other types of files. A Swish-e
development communitynttp://swish-e.org/distributes the system under the terms of the
GNU General Public License (GPL).

Java Servlets and JSPs are made available on gxuar y means of Tomcat, a software
package distributed by the Apache Jakarta Profetd:(/jakarta.apache.olg/Tomcat is an
implementation of the Java servlet and Java serages specifications.

Vinstall Utilities Library

The vinstall utilities library enables you to adgpported software packages (utilities,
database programs, and other software) to yourklMiDS. The library provides a custom
Linux MDS command-line tool. A root user can use timstall utility library from the shell
on your server. To begin using the library, conniegtour Linux MDS server via SSH, su to
root, and run the following command:

# vinstall

If you know the name of the package you want ttalhsyou can install it directly by
indicating the name of the package.

# vinstall package name

If you do not indicate a package name, vinstall gilter an interactive mode which prompts
you for more information, as in the following exaeip

Select an option:
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? view list of programs
install enter install mode
module_name view information about program_name

quit exit vinstall program
>

You can view the available programs available stah using the library by entering a
guestion mark?y) at the prompt.

You can install a program by entering install moBgpevinstall at the prompt, and you
will enter install mode. You can then enter theka@e name at the next prompt, and vinstall
will begin installing the package. Typing the naofi@ program in the list will bring up a
short dialog about what the program is. You carddastall mode without installing
anything. To do this, typguit at the prompt and you will return to the standsrdll

prompt.

Removing packages

Most packages that can be installed using vinstailbe removed using vuninstall. The
vuninstall command follows the same format as waihst

Software Packages Included in the Vinstall Utilities Library

The following table provides you with informatioegarding the software packages which are
included with the vinstall utilities library.

Note: Refer to updates provided on the Web and othetreldic communications from our
technicians regarding additions and modificatianthe library.

Software Package Install (vinstall) Uninstall (vuninstall)
Accrisoft No No
ClamAV Yes Yes
CPX: Control Panel Yes Yes
FormMail Yes Yes
Java SE Development Kit Yes Yes
(JDK)

Java Runtime Yes Yes
Environment (JRE)

Java Sun Developer Kit | Yes Yes
(SDK)

Mailman Yes No
MySQL Yes Yes
PHP Yes Yes
phpMyAdmin Yes Yes
PostgreSQL Yes Yes
ProcMail Yes Yes
SpamAssassin Yes Yes
Tomcat Yes Yes
WordPress Yes Yes
Zend Optimizer Yes Yes
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The Webalizer

WordPress

Your dedicated server supports The Webalihép(//Webalizer.domainunion.deiThis Web
server log file analysis program is distributed emnthe terms of the GNU General Public
License as published by the Free Software Fourmlatio

Manual pages are installed on your dedicated sevikien you install The Webalizer. Use the
following man command to access them:

% man webalizer

WordPress is open-source software distributed uthdeterms of the GNU General Public
License (GPL). WordPress utilizes PHP and MySQLe $aftware is highly customizable
and provides you with the capability to deliverarrhation by means of audio, video, and
other media, including blogs and podcasts.

A blog is a collection of short articles, essaysposely-formatted thoughts, usually written
by one individual. A podcast is a multimedia fisuio, video, or multimedia) distributed in a
series of episodes. A customer can subscribe topmdcast, download it as soon as it is
available, and then play it on their compatibleides (such as MP3 players).

Available Features

The following list provides an overview of sometlé available features included with
WordPress:

» Integrated theme system.

» Trackback support.

e Pingback support.

* Spam protection.

e Full user registration.

» Password protected blog postings.

» Support for importing content from previously-desg blogs (such as MoveableType).
e Common blog XML-RPC support.

» Workflow, post, and draft tools.

« Intelligent text formatting.

» Support for services (such as Ping-O-Matic) designeupdate Web search engines.

As an open-source application, WordPress is natddrto this set of features. There are
numerous extensions, or plug-ins, developed bygdmemunity of WordPress users. Refer to
the WordPress Web site for more information abtandard WordPress features, extensions,
or plug-ins.

Before you Install WordPress

You must uninstall any previously installed versaiNVordPress present on your account
prior to installation using the vinstall. Also, nea& backup of your previous configuration of
blog or podcast software, as well as of the datbaswhich they refer. The vinstall provides
for installing WordPress to any subhost configurethe Apache configuration file

(nttpd.conf ).
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Get Started

The vinstall for WordPress runs a script which plathe WordPress version 2.0.2 on your
account. To install the software, run the followogmmand from a Secure Shell (SSH)
prompt:

# vinstall wordpress

Note: If you are upgrading WordPress from a previousaiiesion, ignore any warnings you
receive regarding your existing MySQL databaseerftiie installation completes, use your
preferred browser to access the following location:

https://  YOURDOVAI N WORDPRESS/upgrade.php
ReplaceYOURDOMAIN andWORDPRESS with the domain and directory, respectively, in

which you installed WordPress. After visiting theguade page, replace your customizations
by utilizing the backup file you made before yowdae this process.

Refer to the WordPress Web site and documentatiofufther information regarding
maintenance, administration, and troubleshooting.

More Information About WordPress

Following are links to Web sites you can use terilgaore about WordPress software,
blogging, and other related services. These Wek giform you about concerns in the
Internet development community regarding how theggaications interact with each other. In
addition, many of the Web sites provide opportesifior you to subscribe to topical email
lists and RSS Web feeds.

* MySQL Developer Zone Http://dev.mysqgl.com/

* PHP Group -http://www.php.net/

* WordPress Open-Source Software Wikinttp://codex.wordpress.org/Main_Page

* WordPress Open-Source Software homepabg#p:/wordpress.org/

Zend Optimizer

Zend Optimizer enables you to run encoded filesenithnce the performance of your PHP
scripts. The package is a passive module whichwithén the framework of PHP and uses
multi-pass code optimizations to potentially doutble running speed of current PHP
applications. This add-on is appropriate for alFPtisers, who can benefit from the better
response time featured by the package. The incieageed for running PHP code reduces
the CPU load for the server, and cuts latency tim@alf. Once you install the package, the
version is updated automatically by means of sesuétwvare updates.
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Troubleshoot Your Dedicated Server

This section describes how to troubleshoot gengsaks as well specific problems you might
encounter as you operate your dedicated serves.sEaition provides information about
troubleshooting the following problems with youcaant:

» “General Issues” on page 33.

e “Failure to Create a Virtual Host” on page 33.

» “Check Quotas” on page 33.

* “Check Log Files” on page 33.

e “Check for Idle Processes” on page 34.

» “Custom Digital Certificate Problems” on page 34.

General Issues

Always remember where you are located in your contmaterface. Check it periodically
using thepwd, hostname , ifconfig ~ commands. The same command executed inside your
dedicated server under different levels of accasde&ad to different results. Subscribe to bug
tracking lists for RHEL and the additional, suppdrfeatures you install on your dedicated
server. Keep track of new public denial-of-senattack tools or remote exploits for the
software and install them into your dedicated seoveat the server level.

Failure to Create a Virtual Host

If your attempt to create a new virtual host faifel you see a message indicating that the
operating system template is absent or inaccessiblidy the location of the template on your
system and, if necessary, re-install the template.

Check Quotas

When your dedicated server meets quota limitsgditle cannot be written to. Your dedicated
server cannot accept email, log files, or compleséallations. Your quota has a soft limit
(which you may temporarily exceed) and a hard l{wiich you cannot exceed).

Check Log Files

Your dedicated server records all errors and systessages in log files. If you or your users
are having problems on the account, first checlqti@a; then check the log files. If the
problems concern email, check ther/log/maillog file. Problems with the Web site are
recorded in thévww/logs/error_log file.

Use thetail command to watch error messages as they are soldtggifiles. Note what is
being added to the log files as the user duplicdie®rror. Follow these steps to usettlie
command:

1. Connect to your dedicated server using SSH.

2. At the command prompt, typeil —f /var/log/maillog . (If necessary, substitute
the messages directory witlww/logs/error_log , laccess_log , or the
/ssl_error_log files.)

3. Have the user duplicate the error while you arainmthetail command.
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Check for Idle Processes

If you are receiving errors, use tto@ command to check the length of time a currentgssc
has been running. If the process is idle or has baéening an unusually lengthy period of
time, the process could be suspended and causibteprs. For example, an FTP process can
hang if you improperly disconnect from your dedézhserver. Use théll  command to

shut down a suspended process.

Custom Digital Certificate Problems

There are a number of warnings or errors that dae avhen accessing Web pages by means
of SSL. Your SSL digital certificate is configurtmluse a very specific domain name, which
must match exactly to avoid an error. For examiplgur certificate is for the domain
www.my-domain.name, and you typdittps://my-domain.name into the browser, you will get a
warning. Likewise, if your certificate is fany-domain.name and you entehnttps: //mww.my-
domain.name into your browser, you will get the same warning.avoid this warning, verify
the exact domain name on the certificate when ngglkiks to secure pages. Following are
suggestions to use as you troubleshoot for digéetificate problems:

* When you make links or include images in pagesitReé is an absolute link and
includes the protocol, domain, and path to a flgou include an image in a page using
an absolute URL, you may see an error when the isagewed using a different
protocol than the one indicated in the image URir. é&xample, include an image as
follows:
http: //Mmww.my-domai n.name/images/myimage.gif
When you access this page through secure protachlas HTTP over SSL (HTTPS),
you will see a warning that the page has encrypsedell as unencrypted content. The
easiest way to avoid this error is to use relgbaths, as in the following example:
/images/myimage.gif

» Many older Web browsers only support 40 or 52 bdrgption. Because modern SSL
certificates use 128 bit encryption, older browseey not be able to view pages
securely. If many of your customers are likely eéousing older browsers, you must
acquire a special low-encryption certificate. Saleurrent browsers are available free
of charge. Encourage any users having problemsywitin SSL certificate to upgrade to
a current browser.

* When you install a custom signed digital certifecghere are a number of possible
mistakes or errors that can cause problems. In cassts, the Apache HTTP server will
not start up when one of these errors occurs.uf gde will not load in a browser,
check to see if there are any HTTPS processesirgram your dedicated server.

Connect to your dedicated server by means of S$Hsane the following command:
# top

Restart Apache and try loading the page again #vtbare are HTTPS processes
running. If restarting the Apache does not caus&PH processes to start on your
dedicated server, it is possible your custom ¢eati€ is not installed properly.

» Verify the account’s private key is not decrypteeew the file; if the key file includes
the following lines, the key is still encrypted:
Proc-Type: 4, ENCRYPTED
DEK-Info: DES-EDE3-CBC,BCC23A5E16582F3D
To decrypt your dedicated server’s private keyésthe following command from the
SSH command prompt:
% openssl rsa -in /etc/ssl.pk -out /etc/ssl.pk

When prompted, type the PEM Passphrase, after whéickey is decrypted.
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Verify you uploaded the certificate using an ASfolimat. Check if your certificate was
uploaded properly by reviewing it in a text editidreach line includes characters which
indicate it was uploaded the file in a binary fotrftvl), you must upload the file again
using ASCII format.

Verify that the certificate and private key matEbr example, if you have multiple
accounts which utilize SSL, verify you are using frivate key which was generated at
the same time as the CSR for the domain of thetextgmu are configuring.

Verify if you ordered a certificate that it is cect for your dedicated server. For
example, if you are transferring your certificatenfi a previous account, verify that the
previous account uses Apache with SSL as the Welrssoftware.

Verify your certificate or key are complete. Chelfit the certificate or key is complete,
and that the beginning and ending lines of thedesertificate are present. Both the
certificate and private key begin and end spedifices in the following example:

----- BEGIN RSA PRIVATE KEY
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