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Manage users and user groups

As a company administrator for AT&T Business Center, you can do these
things:

e View the user profiles in your company.

e Add users to your company.

e Deactivate and reactivate user profiles.

e Change user role to standard user or company administrator.
e Create and manage user groups and add users to them.

View the users in your company

Add a user to your company
Deactivate or reactivate user profiles
Change user role of a user profile
Manage user groups

View the users in your company

1. From the top meny, click Profile, and then click the name of your company. The
company profile page appears.
Note: If you don’t see Profile in the top menu, log in to Business Center.

2. Select the Users tab. The user profiles in your company are shown.
3. You can search for a specific user or sort the list by first name, last name, and other
criteria (Optional).
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View the users in your company

4. You can filter the list of users (Optional).

e Tofilter the list of users by their Business Center role, click the User filter, select
the role you want, and then click Apply.

e Tofilter the list of users by the status of their user profile, click Status, select the
status you want, as seen in the following illustration, and then click Apply.
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Users tab showing the Status filter

5. To see the details of a user profile, in the Actions menu of the user profile, click View
user profile, as seen in the following illustration.
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Add a user to your company

To add new users to Business Center, create a user profile. Users then receive an email with

an activation link.

1. Fromthe top menu, click Profile, and then click the name of your company. The

company profile page appears.

Note: If you don’t see Profile in the top menu, log in to Business Center.

2. Select the Users tab. The user profiles in your company are shown.
3. Click Add, and then click New user, as seen in the following illustration.
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4. The Create user page appears. Under User information, enter the user’s first name,
last name, and email address. Then, confirm the email address. The user will use this
email address to log in to Business Center.

5. Under Assign federated login access to this user, to enable federated login on this
user account, check the Enable federated login box. In the Enable federated login
for this user? message that appears, click Continue.

Note: This option only appears on companies that have been enabled for federated
login. This option is seen only by company administrators who have federated login
access on their user profile. For more information, see the Related topics.

6. Under Roles and permissions, do 1 of the these things:
¢ To make this user a company administrator, select Yes.
e To make this user a standard user, select No.

7. Ifthe Premier username field is shown, enter the user's Premier username (optional).

Give the user access and permissions.

1. Under Roles and permissions, expand the Business Center user groups section, as
seen in the followingillustration. Then do 1 of these things:

e Togive this user all functional access and permissions, check Full Business Center
access.

Note: Users in the Full Business Center access group can belong to only that
group.
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e Togive this user access to 1 or more of the company’s user groups, check the
groups you want to add them to.

Manage

Roles and permissions

Do you want this user to create and manage other users?

Yer @ No

Selectone or more user groups Lo associare with this user.

Business center user groups D

You can select one or more User groups in this category 1o assign parmissions for Business Center,

Full Business Center Access
Full Business Center Access
Business Center access by function Choose the user groups
Functional Access you want for this user.

Accounting and billing

Accounting and billing

Metworking

Meatwaorking

e e g

Business Center user groups section where you give a user access and permissions

2. Ifthe Link other profiles section appears, go to step 3. Otherwise, go to step 7.
3. Under Do you want to link this user to an existing BusinessDirect username, do 1 of
these things, as seen in the following illustration:
e To create a new BusinessDirect username for the user, select No, create a new
BusinessDirect username.
e Tolink to an existing BusinessDirect username, select Yes, l want to link to an
existing BusinessDirect username. Click Add a BusinessDirect user name, select
the username from the list, and then click Add.
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@ Mo create a new BusinessDirect user name.,
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AT&T BusinessDirect® Applications
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Select whether or not to create a new BusinessDirect user name

4. Expand the AT&T BusinessDirect® Applications section, as seen in the following
illustration. This selects all the default BusinessDirect applications that are available in

the company profile.
5. Uncheck the applications you don't want this user to have access to, and then click

Continue.
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6. The BusinessDirect® Application Provisioning section appears. Do 1 of these things:

e If youwant to immediately provision (activate) the BusinessDirect applications for
this user, select Provision now. After the applications are activated, they’ll be
available to the user.

e Ifyoudon't want to activate the applications now, select Provision later. The user
can use BusinessDirect applications only after a company administrator activates
the applications.

@ Mo creats anew BusinessDirect usar name
Yes, | want to link 1o an existing BusinessDirect user name
Selectine spplications you'o Foe the user to nave X
Hete: After you srests the new user, you'll Be UnBBlS 1S &SI youUr SREISes
AT&T BusinessDirect® Applications
Wiew BusinessDirect Map
Manrsge Contacts & eMotifications
Manages Internet Service
ASH
Eait
BusinessDirect® Application Provisioning
Youmust provision the ATET BusinessDirect® applications before the user you're creating can use them.
1f you choose Provision Now, then after you creste the new user you'll be directed tothe ATET BusinessDirect website to complete the
provisioning process
@ Provision now. A new window will open after your user has been successfully created.
Provision later
Cancel m
Choose to provision BusinessDirect applications now or later
7. Click Save.

8. Inthe success message that appears, click Close.

Certain applications automatically provision after you add them to a user profile, while
others applications need to be setup. If a BusinessDirect application needs to be setup, the
AT&T BusinessDirect® window opens.

1. Provisioning status appears to the right of the application name. If the status of any
application is “Not Added,” select Add from its list, as seen in the following illustration.
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Set up user applications

Return to Business Center
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Application name Provisioning status

Mot Added

Access App Traffic Analyzer
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Add an application from the AT&T BusinessDirect page

2. Follow the prompts to provision the application.

Note: The provisioning steps are different for different BusinessDirect applications.

Deactivate or reactivate a user in Business Center

A company administrator can deactivate a user profile that's no longer needed. You might
also deactivate a user profile for a user who'’s on leave. Users logged in to Business Center
when their profile is deactivated continue to have access to Business Center until:

e Theylogout.

or

e After they've been idle on Business Center for a period of time.

You can reactivate a user account later if you need it again.

Deactivate a user

1. From the top menu, click Profile, and then click the company name. The company
profile page appears.

Note: If you don't see Profile in the top menu, log in to Business Center.

2. Select the Users tab. The Users page appears.
3. Ontheleft, in the Actions column, in the row of the user you want to deactivate, click
the arrow. Then, click View User Profile, as seen in the following illustration.

February 15,2019
©2019 AT&T Intellectual Property. All rights reserved.
AT&T and the Globe logo are registered trademarks of AT&T Intellectual Property. Page 8



—
N—
~

AT&T Business Center

Manage users and user groups

Deactivate or reactivate a user in Business Center
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View user profile link in the Actions menu for a particular user

4. The user’s profile page appears. From the Actions menu, click Deactivate user, as seen
in the following illustration.
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5. The Deactivate user window opens. In the Notes (optional) field, enter the reason
you're deactivating the user (Optional).

6. Click Deactivate user.

7. Inthe success message that appears, click Close.

Reactivate a user

1. From the top meny, click Profile, and then click the company name. The company
profile page appears.

Note: If you don't see Profile in the top menu, log in to Business Center.

2. Select the Users tab. The Users page appears.
3. Tosee alist of deactivated user profiles, click Status, click Deactivated, and then click
Apply, as seen in the following illustration.
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Users tab with the Deactivated filter selected

4. Onthe left, in the Actions column, in the row of the user you want to reactivate, click
the arrow. Then, click View User Profile. The user’s profile page appears.
5. From the Actions menu, click Reactivate user, as seen in the following illustration.
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Reactivate user link in the Actions menu of a user profile page

6. The You’re about to reactivate a User window opens. Click Reactivate user.
7. Inthe success message that appears, click Close.

Change user role of a user profile

You can change a user’s role between standard user and company administrator.

1. Fromthe top menu, click Profile, and then click the company name. The company
profile page appears.

Note: If you don't see Profile in the top menu, log in to Business Center.

2. Select the Users tab. The Users page appears.
3. Ontheleft, in the Actions column, in the row of the user you want to change, click the
arrow. Then, click Edit user profile. The user’s profile page appears.
4. Do 1of these things, as seenin the following illustration:
e To make the user a company administrator, ensure that the Make this user a
company administrator box is checked.
e To make the user a standard user, ensure that the Make this user a company
administrator box is not checked.
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Manage user groups

Business Center
Portals  Massages

Edit User

Your Sample Co. Inc.

User Information

First Name Last Name
Jane Doe

Whatis theUser'srole?
Make this user a company administrator

e

Edit user page showing the Make this user a company administrator box

Click save.
In the success message that appears, click Close.

Manage user groups

As a company administrator, the easiest way to manage permissions for a group of users is
to add them to one or more user groups with the functions and permissions they need to
do their jobs. For example, you can give access to a select group of users to perform
functions, such as billing, ordering, trouble ticketing, and network operations.

There are 2 types of user groups: default user groups and custom user groups.

Default user groups provide specific business functions. All functions have 1 or more
permissions, as seen in the following table. You can't change the functions or permissions
in a default user group. You can’t delete a default user group.

The following table shows some of the default user groups.

Account and billing Users in this group have account | Account and billing
can perform account and billing
functions.
Full Business Center Users in this group have all Account groups
access functions and permissions. Common widgets

Contract management
Network management
Ordering and status
Reporting tools
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Trouble ticketing
Voice services

Limited Business Add guest users to this group. Common widgets
Center access

Networking Users in this group have Network management
networking functions, such
access to the Network
inventory page.

Ordering and ticketing | Users in this group can place Ordering and status
orders and create trouble Trouble ticketing
tickets.

Reporting Users in this group can run, and Reporting tools

view reports.

Table showing default user groups

Note: The default user groups you have depend on the Business Center products and
services you have.

In addition to the default user groups, you can create custom user groups. You add
business functions to a custom group and refine the permissions. For example, you can
choose which services you want a group of users to have access to for the Ordering and
status function.

Note: A user can belong to multiple user groups. At the company level, at least 1 company
administrator needs to belong to the Full Business Center access group.

If you're a company administrator, you can create user groups if:

e You have permissions to create and manage user profiles.
e You're a member of the Full Business Center access group.

If you're a company administrator who’s a member of the Full Business Center access
group, you can view and modify all the custom user groups. If you’re a company
administrator who isn't a member of the Full Business Center access group, you can view
and modify only the custom user groups you belong to.

View a user group

1. From the top menu, click Profile, and then under Company, click the name of your
company. The company profile page appears.
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Note: If you don't see Profile in the top menu, log in to Business Center.

2. Click the User Groups tab. The User groups page appears and lists the user groups in

your company.
3. Toview the details of a user group, click the link of the user group you want to view, as
seen in the followingillustration.

Manage Billing o
Fortaln

1D 12345678
——
Profile Services Widgets & Tools Users User Groups
User groups
Tl W

Touhave the following user groups inyour company. Toviaw a group's details, click its nama.

Accounting and billing User '

Accounting and billing oefia

L N Click the link for the user

BusinessDirect Migrated Users . i

BusinessDirect Migrated Users Eroup you want to view. vefio

Eull Business Center Access Ussrs o

Full Business Center Access #ef10

Limited Buzinass Centar accass Usars W

drpized Businass Canter arcpas P o P Lgid FRg—

User groups page showing the links for the user groups in Business Center

The User group page appears.This page has 3 tabs.

e The Profile tab shows summary information. For example, the Created by field shows
who created the group. Default groups are created by System, as shown in the
following illustration.
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Business Center | Manage

Networking

User Group

Profile Users Permissions ¢ Returnto Company Profile

Profile

Sumima iy LIser group name Description Created

Metworking TR0

Created by

SYSTEM

Business Metwark managemant
Functions

User group page for the Networking group

e The Users tab lists the users who are in the group. From this tab you can add additional
users to the group.
e The Permissions tab lists the group’s permissions.

Create a user group

Business functions in AT&T Business Center provide your users with specific access or
permissions they need to do their job. For example, as a company administrator, you can
create a custom user group for billing specialists with account and billing functions, and
then add the users to those groups who need those functions to do their jobs.

These are the most common business functions you can add to user groups:

e Accountgroups

e Accounting and billing
e Contract management
e Network management
¢ Common widgets

e Ordering and status

e Performance reporting
e Reporting tools

e Trouble ticketing

e Voice services

The default Business Center user groups include 1 or more of the common business
functions. For example, the default Networking user group includes the Network
management function. Consider using default user groups when those groups provide the
permissions you need. Create custom user groups when you need specific permissions for
a specific group of users.When you create a user group, you assign the business functions
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for the user group based on the permissions the users need to perform their jobs. After
you select the business functions for the group, you can specify more detailed settings for
some of the functions. For example, you can specify permissions for users of a group with
the Orders function so they can cancel, update, or view orders.

1. Fromthe top menu, click Profile, and then under Company, select the name of your
company. The company profile page appears.
Note: If you don’t see Profile in the top menu, log in to Business Center.

2. Click User Groups. The User Groups page appears.
3. Fromthe Actions menu, click Create user group, as seen in the following illustration.

@9 Your Sample Co. Inc.
1D 12345678

Profile SErvices Widgets & Tools Users User Groups

u ( )
Ser groups Actions ’a‘fb
You have the following user groups in your company. To view a group's details, click its name.
Create user group
!
\ /
Usare w
O
Full Business Center Access ey W
Full Business Center Access L)
Merworking Users w
Networking OcfS
Qrge: e1ing t:;, Useri w

d ticketing Oof

User groups page showing the Create user group link in the Actions menu

4. The Create user group page appears. In the User group name field, enter a name for

the group.

5. Inthe Description (optional) field, enter a description (Optional).
6. Click Continue.
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Business Cente Manage

Create User Group

Group Information -

User group name

mygroup 3
Descriprion (opricnal)

This is my special group.

Characters remaining:125

Functions +

Cancel

Group information section of the Create user group page

7. The Functions section expands. Select the functions you want to assign to this user
group. Then click Continue.

You can select advanced settings for the user group (Optional).

1. To select advanced settings for the user group, click Advanced group settings
(optional), as seen in the following illustration. If you don’t want to select advanced
settings, go to step 5.

Business Center Manage

Create User Group

Group Information User group name my group 3 Edit o
Description This is my special
group
Functions Permissions Common widgets Edit v

Ordering and status
Account Groups

[ Advanced group settings {optienal) \;]

Cancel| Create group

Functions section of the Create user group page

2. The Advanced settings page appears. Choose the advanced settings you want for
this group.
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3. Tofurther refine your advanced settings, expand the section for a permission and
uncheck the options you don't want.

B T, ettt e e i A it U At e AP e e

v| Accounting and billing +

Performance reporting +

=| Contract Management B
=| Contract Management [3

[ CreatefEdit Contract Alias

v | ViewContracts

Cancel Continue

Advanced settings page showing the sections expanded and 1 permission unchecked

4. Click Continue. The Create User Group page refreshes.
5. Click Create group, as seen in the following illustration.

Create User Group

Group Information User group name iy group 3 Edit v
Description This is my spacial
group
Functions Permissions Accounting and billing Edit

Contract Management

d group settings (optional)

Cancel Create group

Create group button on the Create user group page

6. The User Group page appears. In the success message that appears, click Close.

February 15,2019
©2019 AT&T Intellectual Property. All rights reserved.
AT&T and the Globe logo are registered trademarks of AT&T Intellectual Property. Page 18



(((©

AT&T Business Center Manage users and user groups
Manage user groups

Edit permissions for a custom user group

As a company administrator, you can edit permissions for custom user groups, but not for
default user groups, such as the Full Business Center access user group. You can remove
functions you no longer want to associate with a custom user group. You can define the
permissions you want for some functions. For example, you can choose which services you
want the user group to have for the Ordering and status function.

If you're a company administrator who’s a member of the Full Business Center access
group, you can view and modify all the custom user groups. If you're a company
administrator who isn't a member of the Full Business Center access group, you can view
and modify only the custom user groups you belong to.

1. Fromthe top menuy, click Profile, and then under Company, click the name of your
company. The company profile page appears.
Note: If you don't see Profile in the top menu, log in to Business Center.

2. Onthe User Groups tab, click the link of the user group you want to change, as seenin
the following illustration.

Business Center | Manage

#f Your Sample Co. Inc.

1D 12345678
T ———
Profile Services widgets & Tools Users User Groups
User groups
A b
You have the following user groupsinyour company. Toview a group's details, click its name.

USTOM Qroup ==

My eustem group.

Accounting and billing Users W

Aceounting and billing

g e

User groups page highlighting a custom user group

3. The user group page appears. On the Permissions tab, click Edit, as seenin the
following illustration.

Note: The Edit link isn't available for default user groups.

4. Under User group permissions, expand the section you want to change and make
your changes. You can expand each section to see more details and then select the
permissions you want, as seen in the following illustration.
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R
Profile Users Permissions ¢ Returnto Company Profile
Permissions cor-= To edit permissions for this group, click Edit. ]
\

User Group Permissions

v | Metwork management +
v | Ordering and status =
[¥] maco To see more detail, expand -
the sections.
| #| Crd= —
4 Cnange Orders - Cancel (Network Functions on Demand) SEIECt the permiSSIDns
: yau want for this group
v Change Orders - Update (Netwerk Funstions en Demand)
? Crders - View

Lol m

Permissions tab of the user group page

5. Click Save. The Save permissions? window opens.
Click Continue.
7. Inthe success message that appears, click Close.

Ish

Delete a custom user group

Company administrators can delete custom user groups, but not default user groups, such
as Full Business Center access user group.

1. From the top menu, click Profile, and then under Company, click the name of your
company. The company profile page appears.
Note: If you don't see Profile in the top menu, log in to Business Center.

2. Click User Groups. The User Groups page appears.
3. Tothe right of the user group you want to delete, click the arrow. Then, click Delete
group, as seen in the followingillustration.

Note: The Delete group option isn't available for default user groups.
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4. Inthe Delete this user group? message that appears, click Continue. The User groups
page refreshes.
5. Inthe success message that appears, click Close.

Add a user to a user group

When you add a user to a user group, the user is automatically assigned the services, tools,
and permissions of the group.

1. From the top menu, click Profile, and then under Company, select your company
name. The company profile page appears.

Note: If you don't see Profile in the top menu, log in to Business Center.

2. Click User Groups. The User Groups page appears.
3. Tothe right of the group you want to add users to, click the arrow, and then click Add
users, as seen in the following illustration.
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4. The page for the user group appears and lists the users in your company. Check the
box next to the users you want to add to the group, as shown in the following
illustration.
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Users

Toselect users to add to this group, click Add users. Users can belong to multiple groups. Users who are currently in the All Access group
along te ne other groups and, when you assign them to this group, they are removed from the All Access group
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User group page showing a list of users that can be added to the group
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5. Click Add users to group.
6. Inthe success message that appears, click Close.

Remove a user from a user group

After you remove a user from all groups, the user is automatically added to the Limited
Business Center access group.

1. Fromthe top menu, click Profile, and then under Company, click the name of your
company. The company profile page appears.

Note: If you don’t see Profile in the top menu, log in to Business Center.

Click User Groups. The User Groups page appears.

Select the user group you want to remove a user from. The user group page appears.
Click Users. The users assigned to the group are shown.

For the user that you want to remove, click the arrow, and then click Remove user
from group, as seen in the following illustration.

GIF NN

Business Center | Manage

A custom group

User Group
Profile Users Parmissions £ Return te Company Profile

Users

S

User group page for a custom group showing the Remove a user from group link

6. The You’re about to remove this user from the group message appears.Click
Continue.
7. Inthe success message that appears, click Close.





